The proposed system of security recommendations of wireless local area network allows applications to achieve higher levels of security. 
Introduction
Configuring security is one of the main problems of wireless networks. It can be hypothesized that the security of wireless networks is lower than security of wire networks [1] . Security is a key element in wireless communication because the communication occurs via an unreliable media (air) [2] . Safety of networks, services and doi: 10.17234/INFUTURE.2015.31 transactions is essential for the creation of trust in various forms of personal communication. A threat in network environment is defined as a circumstance, condition or event that can harm the network and computing resources in the form of destruction, disclosure, modification of data, denial of service, fraud and abuse [6] . In order to protect the wireless network communication channel, numerous algorithms [8] , certificates and protective mechanisms have been defined and used for the protection of wireless local area network (WLAN). They are an integral part of the security policy of institutions or organizations, and are carried out to a certain degree. In the development of the proposed security model, the protective measures to be employed rely on the use of wireless networks security mechanisms in order to reduce the risk of security breaches. The choice of mechanisms for protection of wireless networks, with regard to the purpose of the local network, can result in optimal security solution that can be applied. If the effectiveness of wireless network security is confirmed by expert evaluation, the risk is reduced, and security is not compromised. If safeguards are not effective, security could be directly compromised. Although the security level cannot reach 100%, it is necessary to attempt all the necessary means of increasing the security level. Consequently, a higher security level requires greater financial investments, which implies a higher cost of planning and setting up the active wireless network equipment. In determining the concept of wireless network security, special attention should be given to the following segments:
 protection of an institution's information system,  protection of personal data (on networked computers),  restricted user access (user levels and user rights),  use of standard encryption algorithms,  use of compatible active network equipment,  ease of network access,  existence and enforcement of security policies [10] . The rest of this paper is structured as follows: Chapter 2 gives a description of the security system; Chapter 3 presents the methodology and tools used to develop the system for wireless network security evaluation; Chapter 4 describes the development and structure of the system; Chapter 5 and 6 offers security parameters evaluation and the interpretation of security evaluation values; finally, we conclude the paper (Chapter 7) and list references.
Security System
At the beginning, it was necessary to restrict the parameters that are an integral part of the overall security system. In the first phase of the study, the parameters that affect the security of the network were analyzed. Expert literature has been used for the purpose of determining and specifying the security parameters. Based on that, a questionnaire was devised and filled in by network adminis- of user acion proceres that do e interface estions are measured by weight grades and higher weight rating implies a greater impact of the given parameter on the overall security of wireless networks. The logging module enables a user to log in and create questions by selecting Log in. This module also allows user testing using the created questions. The questions create a structured tree with subordinate and super ordinate relations. By selecting the Create Questions option , the user has to fill in the required input fields: the number of the subordinate question, question description and the number of the super ordinate question. The button Create creates a question, and has the following required fields: question number and description. A tree structured in this way provides an overview of super ordinate and subordinate relations between questions and provides the option to edit questions and create multiple responses. The button Create response gives the opportunity to define all the answers to a question. Weight value is added to the answers based on user evaluation. The level of action by the respondents relies on the possibility of evaluating wireless network security in the login module of the application. By selecting the Create Test option, user fills in a questionnaire which contains previously entered parameters by the administrator. The user selects each parameter and provides an answer from the list of possible answers. In the end, the result is checked through the recommendation module. By comparing the weight value of each parameter, recommendations are given to the user in order to achieve higher security levels. The level of action by the user is achieved by logging into the system via the administrator password. Users wishing to check network security select the option for creating a test. For the construction of the system, PHP (server side) and Javascript (client side) have been used, driven by MySQL database management system. Development tool YII [9] was used as the framework. The use of scripting languages in the dynamic generation of web sites contains two main elements: (1) server with a programming platform and (2) database with the associated database management system and script language.
Development and Structure of the System for Wireless Network Security Evaluation
The application for wireless network security evaluation is based on the schema shown in Figure 2 . Such a model may result from the transformations of the Entity-Relation (ER) data model [3] . 
The Ran
The grade 1 and 5, w values of within the On today's market, different equipment is available, but when making a choice, certain qualities should be taken into consideration, namely, the possibility of maximum adaptability of network equipment. If case a network device got lost, there should be a procedure for reporting it. Moreover, it is important to define a procedure in case of intrusion, i.e., in case of a security breach. In addition to developing the system for evaluating the security of wireless local area networks , this work is also sample research of wireless networks security in educational institutions in Croatia. This research represents a contribution to the theoretical and practical considering the areas of security of wireless local area networks and provides exceptional importance on recruiting value of each parameter active safety wireless network equipment for the purpose of determining the level of required security protection. Security tests regarding wireless network vulnerability should be conducted periodically, and it is necessary to evaluate security risks [16] . Everything mentioned above should be incorporated into the security policy. In order to enhance the model of evaluation, the authors recommend further research.
